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INTRODUCTION TO NETWORK SECURITY AND

CRYPTOGRAPHY
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Question No. 1 is compulsory, answer any FIVE questions from the remaining.

(i) yﬁam%mﬁwﬁ#m@mﬁaﬁﬁ#/
Solve all parts of a question consecutively together.
(iii) mm##gy#meﬁﬁ#/

Start each question on fresh page.

(iv) d#wsﬁﬁmﬁ#ﬁ@ﬁﬁaﬁﬁégmﬁm?t

Only English version is valid in case of difference in both the languages.
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Why is computer security necessary ?
At 31 1 wieva HINT |

Define Passive Attack.

SreE S EA R ?

What is encryption ?

SET &1 i &9 ferfln |

Write the full form of SET.

wRIETe Bl areTTNe T |

Define firewall.

F-gfue gua o fgia i T |
Explain Non-repudiation principle of security.
IRttt gean % fagia 1w |

Explain availability principle of security.

Sl it e ST Lo T w1 & 7 WA |
How can viruses be prevented ? Explain.
Sniffing T Spoofing i FHHEY |
Explain Sniffing and Spoofing.
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HHT-STehTafed TR ! I g & FEse |
Explain Mono-alphabetic Cipher with suitable example.
ST TR (S 2EH 98) o) SwEse |

Explain Vernam Cipher (One Time Pad).

fefree wamer g wohR o1 wa wenfie 63 oma & ¢ awemse |
How are Digital Signatures created and verified ? Explain.
Sl UaH T W ! AT | 37 HeT Il i iy |

Explain block and stream cipher. Write the differences between them.

TCP/IP i fafira gag! =i a9ssy |
Explain various layers of TCP/IP.
PEM % 7&| %! §HITRT |

Explain the steps of PEM.

wrREid i fasivaraii vaq Smrst w auss |
Explain characteristics and limitations of Firewall.
Yoz et wIalet 1 aHEsy |

Explain Packet Filter Firewall.
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Write short notes on the following :
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Phishing
THHA TR T

Virtual Private Network
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