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INTRODUCTION TO NETWORK SECURITY AND
CRYPTOGRAPHY
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Time allowed : Three Hours| [Maximum Marks : 70
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Note : Question No. 1 is compulsory, answer any FIVE questions from the remaining
(i) N T3 & 1 57T 1 HHER T T 5 Ffrd |
Solve all parts of a question consecutively together.
(iii) FTI% F¥T F 79 §5 T IR Fiford |
Start each question on fresh page.
(iv) T Y713 § =7 &4 1 [R17 7 37841 5795 & a7 & |

Only English version is valid in case of difference in borh the languagcs.

v @) TFeenfae®ig 7
What is Cryptanalyst ?
() BTIRETS H 79 F1 HHIA B 7
What do you understand by fircwall.
() Ufeed gHeil | 3079 991 J9grd & 7
What do you understand by active attack.
(iyy fefsreer mranem =1 afvafe fifoo |
Define digital signature.
(v T TfEUM 1 TR 41 2 7

What is the concept of non repudiation ? (2%5)
2 rEwiE F0 SRRl @l wve s d aEEal | guEng |
Explain asymmetric key cryptography with the help of block diagram.
41) Twfen 31és =i qugsd |
Explain phishing attack. (6+6)
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() T TR v w2, JerE Afed qUETE |
What is mono alphabetic cipher, explain with example.

@) AR qu fefFsm = gmeme |

Explain encryption and decryption. (6+6)

U TR WISIhIeT & 3T 1 g 3 7 11 UH U 1 2 7 77 fm v T e 2 7
feream & wzmEy |

What do vou understand by Internet Security Protocol ? What 1s SSL ? How 1t works ”
Explain in details. ()

(i) AT HEH HIYTY 3L &l U3 dw2 | foq vemitfars fafa zm aiafdq s
2, 3eEw wfed ooy |

How does block cipher convert plain text into cipher text 7 Explain algorithm:c
mode with example.

(i) STITH 373k | HY F1 GHA &l ? 9 Ud o B 373 ] GHHTE |

What do vou meant by program attack ? Explain worm and trojan horse
attack. (6+06)

@ 2 TTE WIEaET g $ie e R TR Wem Al e 7 7 TwEsd |

How are the email security features offered by pretty good privacy ? Explain.
(i) TH m i B T |

Explain SMTP. (6+6)
) TE TT3aE Aeae 1 2 7 HHEe |

What is virtual private network ? Explain.

() e freefin 3et i = vore] 1 asney |

Explain the working of packet filtering router. (6+6)

T g mferm feorfori fafao
Write short notes on the following ¢
(1) THA eEIR
Massage Diegest
(i) HFR seAaIaeh Z1-taaH (SET) |

Sceure electronic transaction (SET). (6+06)
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