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INTRODUCTION TO NETWORK SECURITY A.1'1D 
CRYPTOGRAPHY 

f4'4ffl.d ~ : ~tR"] 
Time aUowed : Three Hours] 

[34~cfidli ~ . 70 

I Maximum '.\1arks : 70 

;nz: ( i) "ffel11 'STR J#rcrref !, m "I! ff frl;;efJ' rrfrT t Jff( ~ I 
Note: Question No. I is comp11/sory. answer any FIVE q11es1io11sfrom the r i..mm11111g 

Solve all parts of a quesrion consecutive~v roger her. 

(iii) ~'JIN'qil~rpi'R"Sll<nr~ I 

Star! each question 011 fresh page. 

(ii1 ef;rT ,rrt:f'/Jll '11 ~ 'fR efit ~ "I! .Ji#! JljclR tf 1TPT t I 
On~v English version is valid in case of d(fference in horh tht· languages. 

f ft) rn-;«Q.;llfMR cR7l ~ ? 

What is Cryptanalyst ? 

on Cfil4{qlc1 B 3:rJ'Cf cRll~m? 
What do you understand by firewall. 

;4 ~ ~ iJ JTTf{"cFl"Hrrl~ m ? 
What do you understand by active attack. 

~ fufJ!c.c1 ~~ <f>1 ~ ~ I 
Define digital signature. 

5ft -;ff;r { 1ajsl(~l-i -tr 3lc(c.ITTUfT ~ g ? 

What is tht: concept of 11011 rcpudi..itit",n ? 

/ )-l(' :::m-iqf:a ~-ii f~~-,_u,lh1 q,1 "&Us .3ffi'© r.RJ ~ <Ril if fi4S11$~ 1 

Explmn asym metric key crypt0graphy w1th the hdp t)f block diagram. 
/4 ~ ~ <f>l l-14$11 $~ I 

Explain phishing attack. 
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}. Ji ~ 3iNil~Q~ ~ '-P-ll ~ ' -3Gli5(0I @fo +-!4$ll5it I 

What is mono alphabeti c cipher, explain with cx::implc. 
18fstiQ/H ri~1 fuRhQ/H ""fil +14si1sii 1 

Explain encryption and decrypt ion. 

11 J 6 

(6+6) 

$-<.(~c. W&TI Sl'1Z1~\ 1 ~ ~ cWJ ~ ~ ? ~ ~ ~ <Rrl ~ ? m;: ~ ~ ~ cf)Trfi ~ ? 

fu«=m "B l-iG$ll$4 I 

What do you understand by Jntcmet Securi ty Protocol ? What 1s SSL " H O\l.i It works '' 
Explain in details. ( 12) 

5. (i) ~mW-mtITTUT~~~~iifcf;-a~ fcm.T~qfJqf,fo~ 
t 3<!.1~(01 ~ W-1$1 1$4 I 

How does block cipher convert plain text into cipher text ? Explain algorithrmc 
mode with example. 

(ii) "5Ttm $ ~ 3m ~ ~ ~ ? cl1lf ~ ~ ~ ~ ~ l-i4$l l$4 I 

What do you meant by program attack ? Explain wonn and troJan horse 
attack. 

I I" mljsSll$~fAIDU~W&n~m~~~~ 7 l-iqsllS~ I 

How are the email security features offered by pretty good privacy ? E:\.plain . 

/4) ~ 1J:l it tft chl ~4$11$~ I 

Explain SMTP. 

7-~ ~3Wf~~cFTT~ ? l-i4$l1$4 I 

What is virtual private network ? Explain. 

j0 ~ N1c-2.f{ll'CT3c{ cRt ffl ~ cf;'1 l-il.l$l l$4 I 

Explain the working of packet filtering rnuh.:r. 

Write sho11 notes 0 11 th~ fo llowing : 

(1} rtITT s l$-~R 

Massage Dicgc~t 

( i i) WP-ITT sflcf?lRct> "?T~ (SET) I 

S1.:cun.: t:k ctn •nic transaction (SET). 
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