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INTRODUCTION TO NETWORK SECURITY
AND CRYPTOGRAPHY
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Time allowed : Three Hours] [Maximum Marks : 70

Fz . () wewuvd dfEr & v 4 9 el wie & 3w A |
Note : Question No. 1 is compulsory, answer any five questions from the remaining.
(ii) T qe F T 9P F FHAR U G §T FITT |
Solve all parts of a question consecutively together.
(iii) HAF T F T4 Y& T G HifAw |
Start each question on a fresh page.
(iv) 31 e ° e @i 1 ety it sgar & ara &

Only English version is valid in case of difference in both the languages.

1. (i) el gol & His a @ fafag |
Write any two advantages of Computer Security.
(i) TR HMATE?
What are Applets ?
(iii) <fspeer =t gfefya ST |
Define Decryption.
(iv) SMIME %1 qui &9 feifea |
Write the full form of SMIME.

(v) ERET % S q o fefaw |
Write any two advantages of Firewall. (2%5)
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(i) @mﬁmwwﬁmﬁzﬁrm |
Explain the Integrity and Confidentiality principles of secunty
(1) guw TS (Security Approaches) &I gUETEd |
Explain Security Approaches. (6+6)
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(i) TF-FeHEies TEE R € 2 T€ o WEET (Caesar Cipher) ¥ g 7R =1 € 2
What is Mono-Alphabetic Cipher ? How is it different from Caesar Cipher ?
(i) THT WEE F IS0 § I |
Explain Verman Cipher with example. (6+6)
(i) =T WEHL (Block Cipher) TTHRUT 25 (Plain Text) Sl WEHT SHL (Cipher Text) |
forer P wiRafrm et & 2 FeTeReT | TR |
How does block cipher convert Plain Text into Cipher Text ? Explain with
example. -
(i) “Foiferar e = gev § gueed
Explain Symmetric Key Cryptography in short. (6+6)
(i) WERER TR FHE AR Wikl (Secure Hyper Text Transfer Protocol) i
FRTUIA H ToFEd |
Explain the working of Secure Hyper Text Transfer Protocol.
(ii) TCP/IP &t Wel &I FHemd |
Explain the layers of TCP/IP. : (6+6)
(i) WY e urgddl WIS (Pretty Good Privacy Protocol) %t €T # WHEEY |
Explain Pretty Good Privacy Protocol in short.
(i) StuAHe % fagia St faaw ST | AT, F HRAVTA S FHRTHE |
Discuss the concept of DMZ. Explain the working principle of VPN. (6+6)
(i) U T B & AU B THARY |
Explain the working of Application Gateways.
(i) A3 WA Azah 47 ¥ 2 YHAE | :
What is Virtual Private Network ? Explain. . (6+6)
1w wifere femfirat fafian
Write short notes on the following :
(i) Teiem
Phising
(i) TP |
Cookies (6+6)
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